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GALILEO Exceptions List for Proxy Servers and Filtering/Security Software

Below is a list of domain names, host names, machine names, and aliases that occur within the GALILEO system. By preventing the addresses in this list from being blocked, cached, or otherwise affected by your proxy server, filtering software, or security software, you will ensure full GALILEO access for your institution’s users. It may also be necessary to change browser security and privacy settings for access to some resources.

For resources hosted on GALILEO's own servers, the list includes all addresses a GALILEO user might access. For database vendors, the list includes both host and domain names.  When available, this information was taken from vendor technical support sites.  If no information was found on vendor sites, host and domain names were gathered through accessing the resources and documenting the URLs.  It is possible that the list does not include all of the domain and host names associated with a vendor.  If you are encountering a particular problem with a resource, please Contact Us for assistance in troubleshooting the problem.

You will need to consult your software documentation to learn how to best utilize the URLs, domains, hosts, and aliases.  If your software requires the IP addresses for any of the servers or sites below, please Contact Us for a list of IP addresses.

Please note that this list includes the vendor databases available to all of GALILEO’s participating communities; some of the resources in the list may not be part of your institution’s GALILEO resources. The list does not include the free websites available in some sections of GALILEO. If you need more information about this list, please contact GALILEO Support Services through the GALILEO Contact Us form, or send e-mail to galileo@usg.edu.

GALILEO Servers and Aliases
affordablelearninggeorgia.org
dbs.galib.uga.edu
dlg.usg.edu
gaknowledge.org
galileo.usg.edu
georgiaencyclopedia.com
georgiaencyclopedia.net
georgiainfo.galileo.usg.edu
newgeorgiaencyclopedia.com
newgeorgiaencyclopedia.net
newgeorgiaencyclopedia.org
www.galib.uga.edu
www.galileo.usg.edu
www.georgiaencyclopedia.com
www.georgiaencyclopedia.net
www.newgeorgiaencyclopedia.com
www.newgeorgiaencyclopedia.net
www.newgeorgiaencyclopedia.org
www.uga.edu
www.usg.edu
Database vendors’ domain and host names
Ancestry Library Edition (ProQuest):
a1356.g.akamai.net -- 208.38.45.134
adserver.ancestry.com -- 66.43.23.48
adserver02.ancestry.com -- 66.43.23.50
adserver03.ancestry.com -- 66.43.23.51
ancestry.com -- 66.43.22.49
ancestrylibrary.112.2o7.net -- 216.52.17.7
ancestrylibrary.com -- 66.43.22.60
ancestrylibrary.custhelp.com -- 63.240.89.10
ancestrylibrary.proquest.com -- 165.215.200.41
awt.ancestrylibrary.com -- 66.43.23.37
boards.ancestrylibrary.com -- 66.43.23.5
c.ancestry.com -- 208.38.45.169
c.mfcreative.com -- 208.38.45.169
content.ancestrylibrary.com -- 66.43.22.91
id.ancestry.com -- 66.43.25.131
imageservice.ancestry.com -- 66.43.22.47
img.rootsweb.com -- 208.38.45.191
landing.ancestrylibrary.com -- 66.43.22.183
search.ancestry.com -- 66.43.22.65
search.ancestrylibrary.com -- 66.43.22.65
server.iad.liveperson.net -- 198.65.119.21
service.ancestry.com -- 66.43.23.57
switch.atdmt.com -- 65.203.229.44
www.ancestry.com -- 66.43.22.49
www.ancestrylibrary.com -- 66.43.22.60
trees.ancestry.com 66.43.22.73
shops.ancestry.com 66.43.21.44
OpenAthens

5.198.136.*
35.189.71.17
35.224.184.162
*.openathens.net
*.athensams.net
Chadwyck-Healey (ProQuest):
aabd.chadwyck.com
a-and-t.chadwyck.com
acta.chadwyck.com
afi.chadwyck.com
apache-tomcat-admin.chadwyck.com
archives.chadwyck.com
archives-old.chadwyck.com
ble.chadwyck.com
brecht.chadwyck.com
c19.chadwyck.com
c19index.chadwyck.com
collections.chadwyck.com
eebo.chadwyck.com
fiaf.chadwyck.com
fii.chadwyck.com
film.chadwyck.com
gerritsen.chadwyck.com
glc.chadwyck.com
glp.chadwyck.com
goethe.chadwyck.com
harpers.chadwyck.com
historyonline.chadwyck.com
iibp.chadwyck.com
kafka.chadwyck.com
klassiker.chadwyck.com
lion.chadwyck.com
lionreference.chadwyck.com
literature.proquestlearning.com
luther.chadwyck.com
monthlycatalog.chadwyck.com
music.chadwyck.com
myusage.chadwyck.com
nsarchive.chadwyck.com
nstc.chadwyck.com
parlipapers.chadwyck.com
pio.chadwyck.com
pld.chadwyck.com
pld-old.chadwyck.com
prisma.chadwyck.com
schiller.chadwyck.com
ssbe.chadwyck.com
teso.chadwyck.com
webtools.chadwyck.com
wellesley.chadwyck.com
www.blackliteratureindex.com
www.historystudycenter.com
www.policyfile.com

Ports: 80, 8086, 210, 9000, 211, 212, 9001, 9002
ProQuest Ebook Central:

216.200.62.*
site.ebrary.com
173.245.48.0/20
103.21.244.0/22
103.22.200.0/22
103.31.4.0/22
141.101.64.0/18
108.162.192.0/18
190.93.240.0/20
188.114.96.0/20
197.234.240.0/22
198.41.128.0/17
162.158.0.0/15
104.16.0.0/12
172.64.0.0/13
131.0.72.0/22
EBSCO and EBSCOhost:
For additional information go here.

ebscohost.com
*.ebscohost.com
*.*.ebscohost.com
*.ebscohost.cloud
*.ebsco.io
*.ebscohost.io
*.ebsco-content.com
*.ebsco.com
*.ac.ebsco-content.com
*.ebsco.zone
*.epnet.com
*.dynamed.com
www.ebscohost.com
web.ebscohost.com
search.ebscohost.com
imageserver.ebscohost.com
content.ebscohost.com
exports.ebscohost.com
therapy.ebscohost.com
support.ebscohost.com
eds.a.ebscohost.com
eds.b.ebscohost.com
eadmin.ebscohost.com
s3.amazonaws.com
linking.ebscohost.com
openurl.ebscohost.com
resolver.ebscohost.com
www.ebscohost.com
web.ebscohost.com
search.ebscohost.com
imageserver.ebscohost.com
content.ebscohost.com
search.atlaonline.com
*.consumerreports.org
www.consumerreports.org
*.consumerreportscdn.org
www.ebsconet.com
ejournals.ebsco.com
rps2images.ebscohost.com
eoncontent.ebscohost.com
epmedia.ebscohost.com
www.nextreads.com
contentcafe2.btol.com
web.ebscohost.com
search.ebscohost.com
app.rs.ebscohost com
media.rs.ebscohost.com
vttts.rs.ebscohost.com
nvntts.rs.ebscohost.com
ivotts.rs.ebscohost.com
*.epnet.com
*.ebsco.com

Ports
Allow access to the following ports for TCP, specified by service:

Port 80 - EBSCO's databases and EBSCOhost Integrated Search
Port 210 - EBSCOhost via z39.50
Port 443 - EBSCOhost via HTTPS
554 and 1755 – Audio Streams available from EBSCO interfaces.
If you cannot view videos, you may need to open all ports for http://epmedia.ebscohost.com

8080 and 8443 – may be needed to support Shibboleth

Encyclopaedia Britannica:
Domains/IPs:

*.eb.com
38.100.103.*
64.124.231.*
208.185.238.*
38.69.46.*
38.69.47.*

Read Aloud functionality: Port 8080 must be open in order for the Read Aloud feature to function properly.

216.200.249.34
64.124.236.19

Films on Demand and Infobase:
*.films.com
digital.films.com
kaltura.com
cfvod.kaltura.com
cdnapi.kaltura.com
klive.kaltura.com
fstlive.kaltura.com
kaltura.com
cfvod.kaltura.com
cdnapisec.kaltura.com
klive.kaltura.com
fstlive.kaltura.com
kalsegsec-a.akamaihd.n et  (Alternative VOD CDN)
klive-a.akamaihd.net (Live CDN)
kalseglive-a.akamaihd. net  (Alternative Live CDN)

38.74.193.32/27
38.74.192.64/27
38.74.193.96/27
38.122.106.88/29
4.53.90.192/27
4.35.19.192/27
4.35.19.112/29
208.185.226.64/26
208.185.240.24/29
207.126.104.128/26
38.81.32.32/27
38.122.152.56/29
64.215.193.192/27
4.35.161.224/27
4.35.161.184/29
208.185.60.192/26
208.185.102.136/29

PORTs:
21,22,80,443,1935
Gale Cengage Learning:
The following IP ranges should be included in your exception list for accessing Gale.

69.32.182.0-255
69.32.183.0-255
69.32.226.0-255
69.32.146.0-255
69.32.147.0-255
69.32.130.43
69.32.184.200
69.32.184.201
204.79.197.200
69.32.146.0-255

Ports:
80, 28082

Domains for your exception list:

*.apimages.com
*.aspnetcdn.com
*.2o7.net
*.addthis.com
*.adnxs.com
*.askit.com
*.blogger.com
*.books24x7.com
*.callisto.ggsrv.com
*.cengage.com
*.chiltonlibrary.com
*.clipsyndicate.com
*.credoreference.com
*.cyber-anatomy.com 
*.demographicsnow.com
*.ed2go.com
*.forbes.com
*.galenet.gale.com
*.gale.com
*.galegroup.com
*.galenet.galegroup.com
*.ggimg.com
*.google.com
*.google-analytics.com
*.googleapis.com
*.healthology.biz
*.healthology.com 
*.illimistream.com
*.il.com
*.indeed.com
*.infotrac.galegroup.com 
*.infotrac-custom.com
*.invitemedia.com
*.nelnetsolutions.com
*.onstreammedia.com
*.orlive.com
*.or-live.com
*.pbs.org
*.petersons.com
*.petersonstestprep.com
*.reson8.com
*.rosenpub.net
*.rosenpublishing.com
*.shadowtv.com
*.skillport.com
*.skillwsa.com
*.teenhealthandwellness.com
*.thwrlra.com
*.tlemea.com
*.uslegalforms.com
*.vantage.com
*.webtrends.com
*.worldfocus.org
*.yahooapis.com
HeritageQuest (ProQuest):
www.heritagequestonline.com 
www.heritagequestonline.com/localadminweb/hqousagereport/do/report 
www.ancestryheritagequest.com 
search.ancestryheritagequest.com  
interactive.ancestryheritagequest.com  
mediasvc.ancestryheritagequest.com  
banner.ajax.ancestry.com  
aaemail.ajax.ancestry.com  
archives.ancestry.com
www.ancestry.com
corporate.ancestry.com
c.mfcreative.com
canary.mfcreative.com
www.proquest.com
www.archives.gov
yui.yahooapis.com
siteintercept.qualtrics.com
code.jquery.com
tags.tiqcdn.com
www.genealogycenter.org
www.googleanalytics.com
google-analytics.com
165.215.204.86
165.215.204.86
66.43.21.9
66.43.21.113
66.43.20.32
66.43.21.27
66.43.22.162
66.43.22.162
66.43.21.9
66.43.22.170
23.23.132.4, 54.221.223.16
23.203.2.175
23.203.2.175
69.164.10.33
207.245.165.87
206.190.56.190, 206.190.56.191
23.78.250.17
94.31.29.53
93.184.216.180
173.248.142.165
216.58.217.206
LearningExpress Library
learningexpresslibrary3.com
learningexpresshub.com
learningexpressllc.com
bootstrapcdn.com
angularjs.org
cloudflare.com
mathjax.org
rawgit.com
googleapis.com
jquery.com
cachefly.com
0calc.com
newrelic.com
nr-data.net
aspnetcdn.com

LexisNexis (Nexis Uni):
*lexisnexis.com
*lexis-nexis.com
*nexis.com
[bookmark: _GoBack]*.nexisuni.com
138.12.*
207.24.42-45.*


Mango Languages:
libraries.mangolanguages.com
connect.mangolanguages.com

Ovid:
*.ovid.com
*.jbisumari.org
*.visualdx.com
*.visiblebody.com
*.wolterskluwer.com
*.ovidds.com
*.tdnet.com
*.dsstatic.net
*.lww.com
Oxford University Press Online:
www.oed.com
oxfordartonline.com
www.oxfordmusiconline.com
ProQuest:
dialog.proquest.com
admin.proquest.com
betamedia.proquest.com
fedsearch.proquest.com
feeds.proquest.com
media.proquest.com
pqathens.proquest.com
pqshibboleth.proquest.com
prodservices.proquest.com
redirect.proquest.com
search.proquest.com
ssppweb.proquest.com
streaming.proquest.com
tls.search.proquest.com
wt.proquest.com
explore.proquest.com
SIRS (ProQuest):
explore.proquest.com
search.proquest.com



Westlaw Campus Research:
signon.thomsonreuters.com
next.westlaw.com
1.next.westlaw.com
westlaw.com
167.68.*.*
159.220.*.*
164.57.*.*
WorldCat Discovery (OCLC FirstSearch):
worldcat.org
firstsearch.org
firstsearch.oclc.org
oclc.org
newfirstsearch.oclc.org
132.174.0.0-16
132.174.100-250.*
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