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GALILEO Exceptions List for Proxy Servers and Filtering/Security Software

Below is a list of domain names, host names, machine names, and aliases that occur within the GALILEO system. By preventing the addresses in this list from being blocked, cached, or otherwise affected by your proxy server, filtering software, or security software, you will ensure full GALILEO access for your institution’s users. It may also be necessary to change browser security and privacy settings for access to some resources.

For resources hosted on GALILEO's own servers, the list includes all addresses a GALILEO user might access. For database vendors, the list includes both host and domain names.  When available, this information was taken from vendor technical support sites.  If no information was found on vendor sites, host and domain names were gathered through accessing the resources and documenting the URLs.  It is possible that the list does not include all of the domain and host names associated with a vendor.  If you are encountering a particular problem with a resource, please Contact Us for assistance in troubleshooting the problem.

You will need to consult your software documentation to learn how to best utilize the URLs, domains, hosts, and aliases.  If your software requires the IP addresses for any of the servers or sites below, please Contact Us for a list of IP addresses.

Please note that this list includes the vendor databases available to all of GALILEO’s participating communities; some of the resources in the list may not be part of your institution’s GALILEO resources. The list does not include the free websites available in some sections of GALILEO. If you need more information about this list, please contact GALILEO Support Services through the GALILEO Contact Us form, or send e-mail to galileo@usg.edu.

GALILEO Servers and Aliases
affordablelearninggeorgia.org
dbs.galib.uga.edu
dlg.usg.edu
gaknowledge.org
galileo.usg.edu
georgiaencyclopedia.com
georgiaencyclopedia.net
georgiainfo.galileo.usg.edu
newgeorgiaencyclopedia.com
newgeorgiaencyclopedia.net
newgeorgiaencyclopedia.org
www.galib.uga.edu
www.galileo.usg.edu
www.georgiaencyclopedia.com
www.georgiaencyclopedia.net
www.newgeorgiaencyclopedia.com
www.newgeorgiaencyclopedia.net
www.newgeorgiaencyclopedia.org
www.uga.edu
www.usg.edu
Database vendors’ domain and host names
Ancestry Library Edition (ProQuest):
a1356.g.akamai.net -- 208.38.45.134
adserver.ancestry.com -- 66.43.23.48
adserver02.ancestry.com -- 66.43.23.50
adserver03.ancestry.com -- 66.43.23.51
ancestry.com -- 66.43.22.49
ancestrylibrary.112.2o7.net -- 216.52.17.7
ancestrylibrary.com -- 66.43.22.60
ancestrylibrary.custhelp.com -- 63.240.89.10
ancestrylibrary.proquest.com -- 165.215.200.41
awt.ancestrylibrary.com -- 66.43.23.37
boards.ancestrylibrary.com -- 66.43.23.5
c.ancestry.com -- 208.38.45.169
c.mfcreative.com -- 208.38.45.169
content.ancestrylibrary.com -- 66.43.22.91
id.ancestry.com -- 66.43.25.131
imageservice.ancestry.com -- 66.43.22.47
img.rootsweb.com -- 208.38.45.191
landing.ancestrylibrary.com -- 66.43.22.183
search.ancestry.com -- 66.43.22.65
search.ancestrylibrary.com -- 66.43.22.65
server.iad.liveperson.net -- 198.65.119.21
service.ancestry.com -- 66.43.23.57
switch.atdmt.com -- 65.203.229.44
www.ancestry.com -- 66.43.22.49
www.ancestrylibrary.com -- 66.43.22.60 
trees.ancestry.com 66.43.22.73
shops.ancestry.com 66.43.21.44
yui.yahooapis.com 98.137.80.31
ajax.googleapis.com 74.125.45.95
ancestry.ca
ancestry.co.uk
ancestry.com.au
ancestry.de
ancestry.fr
ancestry.ie
ancestry.it
ancestry.mx
ancestry.nl
ancestry.no
ancestry.pl
ancestry.se
ancestrycdn.com
ancestryclassroom.com
ancestryclassroom.com.au
ancestryconference.com
ancestryheritagequest.com
ancestryinstitution.ca
ancestryinstitution.co.uk
ancestryinstitution.com
ancestryinstitution.com.au
ancestryinstitution.de
ancestryinstitution.fr
ancestryinstitution.se
ancestryinstitutionstage.fr
ancestryk12.com
ancestrylibrary.ca
ancestrylibrary.com.au
ancestrylibrary.de
ancestrylibrary.se
ancestrylibraryedition.co.uk
archives.com
findagrave.com
fold3.com
forceswarrecords.com
genealogy.com
newspapers.com
progenealogists.com
rootsweb.ancestry.com
rootsweb.com


ProQuest Ebook Central:

52.202.255.128/25
52.201.210.128/25
74.125.25.95  (for ajax.googleapis.com) 

Cloudflare CDN: IPs located here
EBSCO and EBSCOhost:
For additional information go here.

ebscohost.com
*.ebscohost.com
*.*.ebscohost.com
*.ebscohost.cloud
*.ebsco.io
*.ebscohost.io
*.ebsco-content.com
*.ebsco.com
* research.ebsco.com
*.ac.ebsco-content.com
*.ebsco.zone
ebsco.babelscape.com
*.epnet.com
*.eislz.com
*.dynamed.com
*.cloudfront.net (updated 1/3/25) 
cmp.osano.com
support.ebsco.com
logon.ebsco.zone
*.ebsco-assets.com (added 1/3/25)
www.ebscohost.com
web.ebscohost.com
web.p.ebscohost.com
web.s.ebscohost.com
search.ebscohost.com
imageserver.ebscohost.com
content.ebscohost.com
exports.ebscohost.com
therapy.ebscohost.com
support.ebscohost.com
video.ebscohost.com
m.ebscohost.com
m-eon-search.ebscohost.com
ehis.ebscohost.com
connection.ebscohost.com
ppws.ebsco-content.com
netlibrary.com
teacherreference.com
www.europeanamericana.com
healthlibrary.epnet.com
eds.a.ebscohost.com
eds.b.ebscohost.com
eds.p.ebscohost.com
eds.s.ebscohost.com
*.ebsco.io

EBSCO Discovery Service Catalog/Institutional Repository using OAI-PMH
140.234.252.9
140.234.253.9
140.234.255.9

Z39.50
zgw.ebscohost.com
Port 210

Link Services
linking.ebscohost.com
openurl.ebscohost.com
resolver.ebscohost.com
openurl.ebsco.com

Reference Centers
www.ebscohost.com
web.ebscohost.com
search.ebscohost.com
imageserver.ebscohost.com
content.ebscohost.com

ABC-CLIO
serials.abc-clio.com
Atla Products
search.atlaonline.com
Auto Repair Source
motor.com
Bowker Syndetics
syndetics.com
Business Book Summaries
www.bizsum.com
ccAdvisor
ccadvisor.org
CINAHL Plus products, Nursing Reference Center Plus, Rehabilitation Reference Center
ceu.cinahl.com
Consumer Health Complete – Healthology Videos
video.nbcuni.com
Consumer Reports
*.consumerreports.org
www.consumerreports.org
*.consumerreportscdn.org
DynaMed
resources.dynamed.com
media.dynamed.com
ab-configuration-cdn.ebsco.com
accounts.ebsco.com
connect.ebsco.com
telemetry.ebsco.com
auth.ebsco.zone
engagement.ebsco.zone
login.ebsco.zone
logon.ebsco.zone
resources.ebsco.zone
ebscois-live.apigee.net
medical.ebscohost.com
search.ebscohost.com
web.p.ebscohost.com
web.s.ebscohost.com
myaccount.ebsco.healthcare
cmp.osano.com
p.typekit.net
use.typekit.net
www.cloudflare.com
DynaMed Decisions
resources.dynamed.com
ab-configuration-cdn.ebsco.com
telemetry.ebsco.com
connect.ebsco.com
login.ebsco.zone
resources.ebsco.zone
myaccount.ebsco.healthcare
cmp.osano.com
p.typekit.net
use.typekit.net
www.cloudflare.com
DynaMedex
Calc.dynamedex.com
media.dynamedex.com
resources.dynamedex.com
assets.adobedtm.com
tvmobilemdx.112.2o7.net
mobile.micromedexsolutions.com
cdnjs.cloudflare.com
ab-configuration-cdn.ebsco.com
accounts.ebsco.com
connect.ebsco.com
telemetry.ebsco.com
auth.ebsco.zone
engagement.ebsco.zone
login.ebsco.zone
logon.ebsco.zone
resources.ebsco.zone
ebscois-live.apigee.net
medical.ebscohost.com
search.ebscohost.com
web.p.ebscohost.com
web.s.ebscohost.com
myaccount.ebsco.healthcare
cmp.osano.com
p.typekit.net
use.typekit.net
www.cloudflare.com
Dynamic Health
media.dynahealth.com
resources.dynahealth.com
ab-configuration-cdn.ebsco.com
accounts.ebsco.com
connect.ebsco.com
telemetry.ebsco.com
engagement.ebsco.zone
login.ebsco.zone
logon.ebsco.zone
search.ebscohost.com
web.p.ebscohost.com
web.s.ebscohost.com
findmystacks.ebscomedical.com
ebscois-live.apigee.net
myaccount.ebsco.healthcare
cmp.osano.com
p.typekit.net
use.typekit.net
www.cloudflare.com
Resources.ebsco.zone
EBSCO Academy
appiniumcontentcentralus.blob.core.windows.net
appiniumcontenteastaus.blob.core.windows.net
appiniumcontentwesteu.blob.core.windows.net
appiniummediaauseast-aueas.streaming.media.azure.net
appiniummediacentralusa-usct.streaming.media.azure.net
appiniummediawesteurope-euwe.streaming.media.azure.net
api.appinium.com
util.appinium.com
content.appinium.com
upload.appinium.com
EBSCONET
www.ebsconet.com
EJS
ejournals.ebsco.com
eBooks
d27iia0k07ji1q.cloudfront.net
rps2images.ebscohost.com
Fiero Code (Formerly Prenda Code Club)
fierocode.com
*.fierocode.com
Flipster
eoncontent.ebscohost.com
flipster.ebsco.com
History Reference Source
epmedia.ebscohost.com

NoveList Products
www.nextreads.com
contentcafe2.btol.com
web.ebscohost.com
search.ebscohost.com

Publication Finder
publications.ebsco.com
https://d3e2j3r6tl7at5.cloudfront.net/ (Added 2/8/24)

Text-to-Speech
app.rs.ebscohost com
media.rs.ebscohost.com
vttts.rs.ebscohost.com
nvntts.rs.ebscohost.com
ivotts.rs.ebscohost.com

Ports
Allow access to the following ports for TCP, specified by service:

Port 80 - EBSCO's databases and EBSCOhost Integrated Search
Port 210 - EBSCOhost via z39.50
Port 443 - EBSCOhost via HTTPS
554 and 1755 – Audio Streams available from EBSCO interfaces.
If you cannot view videos, you may need to open all ports for http://epmedia.ebscohost.com

8080 and 8443 – may be needed to support Shibboleth
Email Spam Filters
If you are unable to receive emails from EBSCO's case management system NetSuite CRM or EBSCOadmin, you may need to allow the following domains to your institution's spam filter allow list:

NetSuite
*.netsuite.com
nmail2.netsuite.com
nmail3.netsuite.com

EBSCO system emails (EBSCOadmin, EBSCOhost, etc.)
*.epnet.com
*.ebsco.com
*.ebsco.*
*.ebsco-gss.net
ajuda@ebsco.com
fse.hosting@ebsco.com
EBSCOhost@ill.ebsco-gss.net (ILL Forms)
no-reply@ebsco-gss.net (Customized ILL Forms)

EBSCO Connect emails
connectreplies@ebsco.com
Encyclopaedia Britannica:
cdn.jsdelivr.net
http://school.eb.com.cdn.cloudflare.net/
http://amuselabs.com/ 
code.jquery.com
stackpath.bootstrapcdn.com
pro.fontawesome.com
fonts.googleapis.com
maps.google.com
apis.google.com
www.googletagmanager.com
www.google-analytics.com
classroom.google.com
translate.google.com
www.googleapis.com
teams.microsoft.com
www.gmyhost.com
a9.com
www.britannica.com
cdn.britannica.com
cdnjs.cloudflare.com.
media.merriam-webster.com
cdn.jwplayer.com
content.jwplatform.com
videos-cloudflare.jwpsrv.com
Films on Demand and Infobase:
https://cvod.infobase.com
https://learn360.infobase.com
https://fod.infobase.com
https://kaltura.io
https://*.kaltura.com (wildcard) OR
· https://cfvod.kaltura.com
· https://cdnapi.kaltura.com
· https://cdnapisec.kaltura.com
· https://klive.kaltura.com
· https://fstlive.kaltura.com
· https://udrmv3.kaltura.com
https://kalsegsec-a.akamaihd.net  (Alternative VOD CDN)
https://klive-a.akamaihd.net (Live CDN)
https://kalseglive-a.akamaihd.net  (Alternative Live CDN)
https://api.3playmedia.com
https://p3.3playmedia.com

Gale Cengage Learning:
The following IP ranges should be included in your exception list for accessing Gale.

Ports for your exception list
80
28082
443

Domains for your exception list
Domains you need to include in the exception list on your proxy server, firewall, or other security application.
*.apimages.com
*.aspnetcdn.com
*.2o7.net
*.addthis.com
*.adnxs.com
*.askit.com
*.blogger.com
*.books24x7.com
*.callisto.ggsrv.com
*.cengage.com
*.chiltonlibrary.com
*.clipsyndicate.com
*.credoreference.com
*.cyber-anatomy.com
*.demographicsnow.com
*.ed2go.com
*.forbes.com
*.galenet.gale.com
*.gale.com
*.galegroup.com
*.galeomni.com
*.galenet.galegroup.com
*.ggimg.com
*.google.com
*.google-analytics.com
*.googleapis.com
*.healthology.biz
*.healthology.com
*.illimistream.com
*.il.com
*.indeed.com
*.infotrac.galegroup.com
*.infotrac-custom.com
*.invitemedia.com
*.nelnetsolutions.com
*.onstreammedia.com
*.orlive.com
*.or-live.com
*.pbs.org
*.petersons.com
*.petersonstestprep.com
*.reson8.com
*.rosenpub.net
*.rosenpublishing.com
*.shadowtv.com
*.skillport.com
*.skillwsa.com
*.teenhealthandwellness.com
*.thwrlra.com
*.tlemea.com
*.uslegalforms.com
*.vantage.com
*.webtrends.com
*.worldfocus.org
*.yahooapis.com
natgeo.gale.com
*.learnosity.com
*.readspeaker.com
*.galeusageportal.com
*.classlink.com
*.microsoftonline.com
*.schoology.com
*.udemy.com
*.okta.com
*.cengage.info
*.ocf.cengage.io
*.proquest.com
mcci.serialssolutions.com
canvas.instructure.com
clever.com
sso.connect.pingidentity.com
LearningExpress Library
learningexpresslibrary3.com
learningexpresshub.com
learningexpressllc.com
bootstrapcdn.com
angularjs.org
cloudflare.com
mathjax.org
rawgit.com
googleapis.com
jquery.com
cachefly.com
0calc.com
newrelic.com
nr-data.net
aspnetcdn.com
LexisNexis (Nexis Uni):
*lexisnexis.com
*lexis-nexis.com
*nexis.com
*.nexisuni.com
138.12.*
207.24.42-45.*


Mango Languages:
libraries.mangolanguages.com
connect.mangolanguages.com





Ovid:
*.ovid.com
*.wolterskluwer.com
*.wolterskluwer.eu
*.wolterskluwer.cloud
*.jbisumari.org
*.jbi.global
*.visualdx.com
*.visiblebody.com
*.ovidds.com
*.tdnet.com
*.dsstatic.net
*.lww.com
*.wkhpe.com
*.myorthoevidence.com
*.lwwhealthlibrary.com
*.jbi.global
*.kitaboo.com
*.ondemand.org
*.audio-digest.org
*.hlrptech.com

Oxford University Press Online:
www.oxfordmusiconline.com
oxfordaasc.com
www.oxfordreference.com
www.oed.com
www.oxfordartonline.com
ProQuest:
dialog.proquest.com
admin.proquest.com
betamedia.proquest.com
fedsearch.proquest.com
feeds.proquest.com
media.proquest.com
pqathens.proquest.com
pqshibboleth.proquest.com
prodservices.proquest.com
redirect.proquest.com
search.proquest.com
ssppweb.proquest.com
streaming.proquest.com
tls.search.proquest.com
wt.proquest.com
explore.proquest.com
media2.proquest.com
wt3.proquest.com

SIRS (ProQuest):
explore.proquest.com
search.proquest.com


Westlaw Campus Research:
signon.thomsonreuters.com
next.westlaw.com
1.next.westlaw.com
westlaw.com
167.68.*.*
159.220.*.*
164.57.*.*
WorldCat Discovery (OCLC FirstSearch):
worldcat.org
firstsearch.org
firstsearch.oclc.org
oclc.org
newfirstsearch.oclc.org
132.174.0.0-16
132.174.100-250.*
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